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1
Decision/action requested

Approve this contribution to as a new key issue in TR 33.819.
2
References

3
Rationale

Forward secrecy refers to data is protected against future compromises of secret keys. For example, the encrypted communications recorded in the past cannot be decrypted even secret keys are compromised in the future. In this contribution, it is proposed to study how the forward secracy can be provided in 5G system in R16. 

It should be noted that this KI is different from LTKUP as follows: 

· LTKUP addresses Long Term Key leakage and one of solutions provides updates to LTK between USIM and HSS (UDM). However, in this contribution, the Forward Secrecy will provide data protection even if the updated LTK is leaked. 
4
Detailed proposal

pCR

***
BEGINNING OF CHANGES
***
5.1.X
Key Issue #X: Key issue on perfect secracy

5.1.X.1
Key issue details

Forward secrecy refers to that data is protected against future compromises of secret keys. For example, the encrypted communications recorded in the past cannot be decrypted even if secret keys are compromised in the future. In this contribution, it is proposed to study how this nice feature, the forward secrecy, can be provided efficiently in 5G systems in R16. 

5.1.X.2
Security threats

Adversarial may record encrypted communications between UE and a PLMN network. Once a secret key is compromised or leaked, e.g. KAUSF and KAMF, or KAUSF and K/updated K at USIM/UDM, the adversarial will be able to decrypt the recorded communication. 
5.1.X.3

Potential Security requirements



The forward secracy shall be supported by 5G system. 
***
END OF CHANGES
***
